Candidate Account Privacy Policy – Secom PLC
This privacy statement explains how Secom PLC ("we", "us", or "our") protects the information you provide when using our online recruitment software. By submitting information, you agree to its use in accordance with this policy. We maintain high standards of technological security to protect your information from misuse, loss, or corruption. Only authorised personnel have access to your information and are required to maintain its confidentiality.
1. Data Controller
Secom PLC is the Data Controller under the General Data Protection Regulation (GDPR) and the Data Protection Act 2018 (DPA, UK GDPR). We are responsible for keeping your data secure, processing it correctly, and ensuring you understand your legal rights.
2. Data Protection Officer
Our Data Protection Officer. can be contacted via:  GDPR@secom.plc.uk .
3. Data Processor
We use recruitment software provided by IRIS Software Group Limited ("IRIS"), who act as a Data Processor. IRIS will only process your data according to our instructions. You can contact IRIS at:
IRIS Software Group Limited 4th Floor Heathrow Approach 470 London Road Slough, England SL3 8QY
4. Data Protection Enquiries
For general data protection enquiries, please contact our Help Desk at support@networxrecruitment.com .
5. Information We Collect
We collect the following information when you create a candidate account:
· Personal details: Name, address, email address, telephone number.
· CV: (if applicable)
· Recruitment preferences: Answers to questions about your job preferences.
· Supporting information: Any other information you choose to provide for your candidate profile.
6. Legal Basis for Processing
We process your data based on the following legal grounds:
· Legitimate Interests: We process your personal data to provide and improve our recruitment services, such as matching you with suitable vacancies, communicating with you about relevant opportunities, and conducting statistical analysis to improve our services.
· Consent: We may request your consent for specific processing activities, such as sending you marketing communications or sharing your data with third-party recruiters. You can withdraw your consent at any time.
· Contract: When you apply for a specific job through our platform, we process your data to fulfil our contractual obligations in managing the recruitment process.
7. How We Use Your Information
We use your information to:
· Create and manage your candidate account.
· Match you with suitable vacancies.
· Send you job alerts and relevant opportunities.
· Communicate with you about the recruitment process.
· Conduct statistical analysis to improve our services.
· With your consent, share your profile with third-party recruiters.
Your data will be held on our secure computer systems and may be accessed by authorised personnel within our HR department, recruiters, and relevant hiring managers. We will also share your data with our data processor, IRIS Software Group Limited, for managing the recruitment process.
Your profile may be searchable on our candidate database by authorised recruiters within Secom PLC. This allows us to proactively match you with suitable vacancies.
8. Data Retention
Your candidate account will be deactivated after 30 months of inactivity. You can deactivate your account at any time. Upon deactivation, your data will be anonymised by removing all identifying information, such as your name, contact details, and CV. This anonymised data may be retained for statistical purposes.
9. Your Rights
You have the following rights regarding your personal data:
· Right of access: You can request a copy of the information we hold about you (Subject Access Request). To do this, please contact our Data Protection Officer at GDPR@secom.plc.uk with your request.
· Right to rectification: You can request that we correct any inaccurate or out-of-date information.
· Right to erasure (right to be forgotten): You can request that we delete your personal data.
· Right to data portability: You can request a copy of your data in a portable format.
· Right to object: You can object to the processing of your personal data based on legitimate interests. To exercise this right, please contact our Help Desk and explain your reasons for objecting.   
· Right to withdraw consent: You can withdraw your consent for any processing activity that relies on consent. To withdraw your consent, please log into your candidate account and update your preferences or contact our Help Desk.
You can access, correct, update, or withdraw your details at any time by logging into your secure candidate account. You can also use the "Download Data" feature to generate an XML file of your data.
10. Objection and Withdrawal of Consent
If you object to the processing of your data or withdraw your consent, we may still process your data if required by law or regulatory requirements. In such cases, we will only process the minimum necessary data.
11. Complaints
If you have any concerns about how we handle your data, please contact our Help Desk. If you remain dissatisfied, you can refer the matter to the Information Commissioner's Office (www.ico.org.uk) or seek recourse through the courts.
12. Information Security
We maintain reasonable commercial standards of technology and operational security, along with internal policies and procedures, to protect your information from loss, misuse, alteration, or destruction.   
13. Changes to our Privacy Policy
We reserve the right to modify or amend this privacy statement at any time, ensuring it remains compliant with data protection legislation. Any updates will be posted on our website.
